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Develop a Fully automated data analytics Platform with Azure

In this blog, | have created a Function App on Azure using Java, Data Bricks workspace and
devised a way to “Automate the data analytics platform” with the following Azure Services:
loTHub, EventHub, Function App, Azure Storage, Azure Data Bricks Azure Cosmos DB,
and IAM. We tried multiple use cases across domains Industry 4.0, Manufacturing,
Factory of Future and Renewable Energy. By following this blog, you can seamlessly
automate your data analytics platform use cases within azure.

Problem statement

All businesses (manufacturing etc.), whether they are growing or established need a data
analytics strategy. We tried to address the below problem statements through azure PAAS
services.

1. The loT devices were getting disconnected to due to component failures.
2. The Data Aggregation was to complex using Azure functions.

3. There is no near real time visualization dashboard for monitoring the
device metrics.

4. Unable to derive meaningful insights from the telemetry data.
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Develop a Fully automated data analytics platform with Azure

However, data analytics is complex due to multiple reasons:
+  The size (millions of messages) of the data received form data sources.

+ The frequency at which the data is being collected and
how it's sent to cloud.

+ Streaming and processing the raw data before storing it in data lake.

+  To get meaning full insights and visualizing the same.
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Architecture Diagram:
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1. 10T device Agent has been developed using Azure loT SDK, the agent collects the telemetry data and sends it to
loTHub (blogathon-iothub).

2. Messaging Route is in place for routing the message from loTHub(blogathon-iothub) to
EventHub(azureblogathon-telemetry).

3. Data Bricks service consumes the messages from the EventHub through respective consumer group.
4. Azure function is configured with EventHub Trigger, the function will write the telemetry data to the cosmos DB.
5. End customers can view the devices status details through webApp.

6. Using Delta Lake and python notebook the telemetry data is processed and stored in respective tables (Bronze,
Silver, Gold).

7. Near real-time PowerBI dashboard has been integrated with Databricks for visualization.

Note: As described in the introduction, the below steps can be used to replicate the
whole data analytics process based on your requirement.
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The implementation of data analytics has been divided in 5 steps:

e Deploying the required resources.

e Deploying the code to Azure Functions.

e Establishing Function App connection with the Cosmos DB.
e Configuring Data Bricks cluster.

e Testing the workflow by simulating the telemetry data and visualizing the data in Power BI.

Pre-requisites:
e An Azure account with an active subscription. Create an account for free.

e The Azure Functions Core Tools version 3.x.
e Java versions that are supported by Azure Functions.
e Visual Studio Code on one of the supported platforms.

e The Java extension for Visual Studio Code.

e The Azure Functions extension for Visual Studio Code.
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Step 1: Deploying the required resources

1.1 loThuB: - Creating lotHub from Azure portal, below are the configurations.
On the Azure homepage, select the + Create a resource button.
On the Basics tab, complete the fields as follows:
Subscription: Select the subscription to use for your hub (Ex: - Visual studio enterprise subscription).
Resource group: Select a resource group or create a new one (Ex: - Azureblogathonresourcegrp).
loT hub name: Enter a name for your hub (Ex: - blogathon-iothub).
Region: Select the region, closest to you (Ex: - East US).

Tier: Select the tier that you want to use for your hub (EX: -Free).
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Daily message limit: Select the maximum daily quota of messages for your hub (Ex: - 8000).
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w Q Search

P Search resources, services, and docs (G+/)

Azure services

+1 €

Create a Azure
resource Databricks
Resources

Recent  Favorite

Name

% blogathon-workspace

“¥> Azureblogathon

@ blogathon-appservice

(%) Azureblogathonresourcegrp
= blogathoncoldstorage

;}s‘ blogathon-iothub

» @ & =
Function App App Services Resource Storage
groups accounts
Type

Azure Databricks Service
Function App

App Service

Resource group
Storage account

loT Hub

Event Hubs

oD 3
X

Time Series loT Hub
Insights...

Last Viewed
a day ago

3 days ago
4 days ago
4 days ago
4 days ago

a week ago

More services

Microsoft Azure

Create a resource
A Home
EL) pashboard
i= All services
% FAVORITES
s

All resources

(%) Resource groups

£ Search resources, services, and docs (G+/)

Home > loT Hub

loT hub

Microsoft

Basics  Networking

Management

Add-ons  Tags Review + create

Create an loT hub to help you connect, monitor, and manage billions of your 0T assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you

organize and manage resources.

@ App Services Subscription * © Visual Studio Enterprise Subscription - VinothKumarA v ‘
“¥> Function =
unclion App Resource group * © Azureblogathonresourcegrp v I
@ sal databases Create new )
© Azure Cosmos DB
Instance details
K3 virtual machines {oT hub name * ® [ blogathon-iothub -]
<> Load balancers . =
- Region * © East US v |
== Storage accounts
4> Virtual networks Lk I free > I
0 Free trial explores the app with live data. Trials cannot scale or be upgraded
% Azure Active Directory later.
= Compare tiers
) Monitor s
& advisor Daily message limit * © [ 8,000 (zo/month v
© Microsoft Defender for
Cloud
2l

Once the deployment is successful, you will see this screen.
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0 & @

Home

» blogathon-iothub-15114829 | Overview =

o Deployment
‘/':3 Search | 3 f Delete Cance : Redeploy -+ Download ':1_?;' Refresh

2 Overview .

_ @ Your deployment is complete
5 Inputs
. B Deployment name: blogathon-iothub-15114829 Start time: 1/5/2023, 11:48:37 AM
= Quipuis i Subscription: Visual Studio Enterprise Subscription - .. correlation ID: 6562fbc3-430b-42f2-9976-097eTaa
" Resource group: Azureblogathonresourcegrp
= Template

~ Deployment details
. MNext steps

Add and configure loT Devices Recommended

Configure routing rules for device messaging Recommended

Go to resource

Give feedback

A7 Tell us about your experience with deployment

53

1.2 EventHub: - Creating event hub from Azure portal, below are the configurations.

On the Azure homepage, select the + Create a resource button.

On the Basics tab, complete the fields as follows:

Subscription: Select the subscription to use for your hub (Ex: - Visual studio enterprise subscription).

Resource group: Select a resource group or create a new one (Ex: - Azureblogathonresourcegrp).

Namespace name: Enter a name for your Namespace (Ex: - azure-obligation)

Location: Select the region, closest to you (Ex: - East US).

Pricing tier: Select a pricing tier (Ex: - Basic)

Throughput units: Select number of throughput units (Ex: - 1)
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Home > Event Hubs >

~1~ Create a resource - create Namespace
ﬁ Home = Event Hubs

Dashboard . k .
Basics  Advanced  Networking Tags Review + create

i= All services

Project Details
 FAVORITES

~ Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

-
-
528 All resources manage all your resources.

[4) Resource groups

Subscription * l Visual Studio Enterprise Subscription - VinothKumarA v J
@ App Services
- Resource group * v
> Function App group [CAzt:reblogathonresourcegrp l
reate new

& sqL databases
Instance Details

© Azure Cosmos DB : ) . o o o ) )
Enter required settings for this namespace, including a price tier and configuring the number of units (capacity).

K3 virtual machines

Namespace name * I azure-blogathon v I

@ Load balancers - -
.servicebus.windows.net

= Storage accounts .
Location * | East US b I

L i
Virtual networks o The region selected supports Availability zones. Your namespace will have

: R Availability Zones enabled. Learn more.
) Azure Active Directory

® Monitor Pricing tier * [ Basic (~511 USD per TU per Month) V]
Browse the available plans and their features

Throughput Units * O II]

& Advisor

© Microsoft Defender for
Cloud

(. Cost Management +
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Create Event Hub

Event Hubs

Basics  Capture  Review + create

Event Hub Details

Enter required settings for this event hub, including partition count and message retention.

Name * © l Azureblogathon-telemetry
Partition count ® O
Retention

Configure retention settings for this Event Hub. Learn more

Cleanup policy ® [ Delete v ]

Retention time (hrs) @ | 1 I

min. 1 hour, max. 24 hours (1day)

[ < Previous ] I Next: Capture > I

Once the deployment is successful, you will see this screen.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

-+~ Create a resource

3, azure-blogathon | Overview

ﬂ‘ Home ¢ Deployment
B! Dashboard A Search I ¢ KEI Delete (O Cancel A'i‘] Redeploy 4 Download O Refresh
= All services R Overview
FEp— r=g— @ Your deployment is complete
2 All resources = Outputs [P8] Deployment name: azure-blogathon e ) Start time: 1/9/2023, 11:58:46 AM
% Subscription: Visual Studio Enterprise Subscription - VinothKumarA  Correlation ID: 8f79a7ab-3ca7-4644-85de-670d6c443e56 E
[14) Resource groups [® Template Resource group: Azureblogathonresourcegrp
@ App Services ~ Deployment details
<% Function App
& SQL datab Resource Type Status Operation details
atabases
% Azure Cosmos DB @ azure-blogathon Microsoft.EventHub/namespaces OK Operation details
K3 Virtual machines ~ Next steps

== Storage accounts
4 Virtual networks
» Azure Active Directory
@ Monitor
@ Advisor

O Microsoft Defender for
Cloud

(. Cost Management + Billing

a Help + support
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1.3 Function App: - Creating Function App from Azure portal, below are the configurations.

On the Azure homepage, select the + Create a resource button.

On the Basics tab, complete the fields as follows:

Subscription: Select the subscription to use for your hub (Ex: - Visual studio enterprise subscription).
Resource group: Select a resource group or create a new one (Ex: - Azureblogathonresourcegrp).
FunctionApp name: Enter a name for your FcuntionApp (Ex: - Azureblogathon)

Publish: Option to publish code files or a Docker container (Ex: - code).

Runtime stack: Choose a runtime that supports your favorite function programming language (Ex: - Java).
Version: Choose the version of your installed runtime Ex: - 11).

Location: Select the region, closest to you (Ex: - East US).

Plan: Choose a plan type (Ex: - Serverless).

< C @ QO B httpsy//portal.azure.com/#home 1 FQlsearch
Microsoft Azure P Search resources, services, and docs (G+/) i @ & @ &
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&> A %
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*
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Recent  Favorite

-
@
K24 Name Type Last Viewed

] < blogathon-workspace Azure Databricks Service a day ago

° “> Azureblogathon Function App 3 days ago
a 4@ blogathon-appservice App Service 4 days ago
(3’ (%) Azureblogathonresourcegrp Resource group 4 days ago

= = blogathoncoldstorage Storage account 4 days ago
&3 W
oA blogathon-iothub loT Hub a week ago

>
@
©
o
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Home > Function App >

Create Function App

Subscription * © | Visual Studio Enterprise Subscription - VinothKumarA v I
Resource Group * © I Azureblogathonresourcegrp v I
Create new
Instance Details
Function App name * | Azureblogathon v

.azurewebsites.net

Publish * @ Code (O Docker Container

Runtime stack * [Java ]
Version * | 11.0 v I
Region * [ Eastus ]

Operating system

The Operating System has been recommended for you based on your selection of runtime stack.

@ Linux O Windows

Operating System *

Plan

The plan you choose dictates how your app scales, what features are enabled, and how it is priced. Learn more

Plan type * ©

Consumption (Serverless) v

< Previous ‘ [ Next : Hosting > %

Once the deployment is successful, you will see this screen.

et bl i il

Home >
2

4, Microsoft.Web-FunctionApp-Portal-4f2a3b35-bbee | Overview  #
ﬁ Deployment
@

P Search I < [ﬁ] Delete (O Cancel ] Redeploy L Download O Refresh

li

% Overview B
% @ Your deployment is complete
3 Inputs
2 Deployment name: Microsoft.Web-FunctionApp-Portal-4f2a3b35...  Start time: 1/9/2023, 12:18:50 PM
= “= Outputs Subscription: Visual Studio Enterprise Subscription - VinothKumarA  Correlation ID: 23286401-55ee-405b-8e74-cadlef6b6c19
. Resource group: Azureblogathonresourcegrp
) [2 Template J

®

A Deployment details

&>
I Resource Type Status Operation details
: @ Azureblogathon Microsoft.Web/sites OK Operation details

Q @ Azureblogathon microsoft.insights/components OK Operation details

& @ Azureblogathon microsoft.insights/components OK Operation details

e @ azureblogathonresou8al8 Microsoft.Storage/storageAccounts OK Operation details

: @ ASP-Azureblogathonresourcegrp-aa26  Microsoft.Web/serverfarms oK Operation details
» @ azureblogathonresou8al8 Microsoft.Storage/storageAccounts OK Operation details

® @ newWorkspaceTemplate Microsoft.Resources/deployments OK Operation details
w0 ~ Next steps

0 Create a function. Recommended

© Manage deployments for your app. Recommended

2
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1.4 Cosmos DB: - Creating Cosmos DB from Azure portal, below are the configurations.

On the Azure homepage, select the + Create a resource button.

On the Basics tab, complete the fields as follows:

Subscription: Select the subscription to use for your hub (Ex: - Visual studio enterprise subscription).

Account Name: Enter a name for your Cosmos DB(Ex:- azureblogathon-cosmosdb).

Region: Select the region, closest to you (Ex: - East US).

Capacity Mode: Choose a capacity mode (Ex: - Serverless).

w Q_ Search

&« C @ O B https://portal.azure.com/#home
Microsoft Azure AP Search resources, services, and docs (G+/)
Azure services
L) P
P4 o]
. S , &
4]
Create a Azure Function App App Services

] resource Databricks

*

HH

Resources
(%)
@ Recent  Favorite
» Name

=] < blogathon-workspace

° “> Azureblogathon
o @ blogathon-appservice
0 (%) Azureblogathonresourcegrp

- = blogathoncoldstorage
LD
.',:PC blogathon-iothub

>

<

o

0

0

E e
(%) —
—_
Resource Storage
groups accounts
Type

Azure Databricks Service
Function App

App Service

Resource group
Storage account

loT Hub

(S

Event Hubs

&

Time Series
Insights...

B ¥

X

10T Hub More services

Last Viewed
a day ago
3 days ago
4 days ago
4 days ago
4 days ago

a week ago
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Home > Azure Cosmos DB > Create an Azure Cosmos DB account >

Create Azure Cosmos DB Account - Azure Cosmos DB for NoSQL - X
@ validation Success

Basics  Global Distribution ~ Networking Backup Policy  Encryption Tags  Review + create

Azure Cosmos DB is a fully ged NoSQL and relational database service for building scalable, high performance applications. Try it for free, for 30 days with unlimited renewals. Go to preduction starting at $24/month per database, multiple
containers included. Learn more

Project Details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your resources.

Subscription * | Visual Studio Enterprise Subscription - VinothKumarA v |
Resource Group * [ Azureblogathonresourcegrp v I
Create new

Instance Details

Account Name * | azureblogathon-cosmosdb o |
Location * l (US) East US . l
Capacity mode O Provisioned throughp @ S 1

Learn more about capacity mode

Previous | [ Next: Global Distribution

Once the deployment is successful, you will see this screen.
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Home

Search

s Overview
5 Inputs
7= Outputs

Template

@ Microsoft.Azure.CosmosDB-20230109125635 | Overview

Deployment

[ Delete M Redeploy ¥ Download () Refresh

@ Your deployment is complete

Deployment name: Microsoft.Azure.CosmosDB-20230...
Subscription: Visual Studio Enterprise Subscription - Vi...
Resource group: Azureblogathonresourcegrp

2

~ Deployment details

Resource Type

@ @ azureblogathon-cosmosd Microsoft.DocumentDby...
A Next steps

Go to resource

Give feedback

A’ Tell us about your experience with deployment

Start time: 1/9/2023, 12:56:44 PM
Correlation ID: 46df5alc-3b2d-441b-adb0-ecad6fbi

Status Operation details

OK Operation details

1.5 Storage account: - Creating Storage account from Azure portal, below are the configurations.

On the Azure homepage, select the + Create a resource button.

On the Basics tab, complete the fields as follows:

Subscription: Select the subscription to use for your hub (Ex: - Visual studio enterprise subscription).

Resource group: Select a resource group or create a new one (Ex: - Azureblogathonresourcegrp).

Storage account name: Enter a name for your Storage account (Ex:- blogathoncoldstorage)

Region: Select the region, closest to you (Ex: - East US).

On the Advanced tab, complete the fields as follows:

Data Lake Gen2:

Choose the option to Enable Hierarchical namespace.
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<« » C 0B QO B8 htipsy//portal.azure.com/#home & Q Search

P Search resources, services, and docs (G+/)

. Azure services
® — 1
$» @ & = & X
+1 € 5 = & -
Create a Azure Function App App Services Resource Storage Event Hubs Time Series loT Hub More services

= resource Databricks groups accounts Insights...
*
wan
L Resources
(%)
@ Recent  Favorite
» Name Type Last Viewed
@ % blogathon-workspace Azure Databricks Service a day ago
° “> Azureblogathon Function App 3 days ago
L @ blogathon-appservice App Service 4 days ago
@ (%) Azureblogathonresourcegrp Resource group 4 days ago
. = blogathoncoldstorage Storage account 4 days ago
Y =

;}\ blogathon-iothub loT Hub a week ago
2
L
o

.

©

Home > Storage accounts >

Create a storage account

Basics  Advanced  Networking Data protection Encryption Tags  Review

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and
Azure Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about
Azure storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize
and manage your storage account together with other resources.

Subscription * | Visual Studio Enterprise Subscription - VinothKumarA v ‘
Resource group * | Azureblogathonresourcegrp v |
Create new
Instance details

If you need to create a legacy storage account type, please click here.

Storage account name @© * | blogathoncoldstorage ]

Region @ * [ ws)East us >

Deploy to an edge zone

< Previous Next : Advanced > %
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Home > Storage accounts >

Basics  Advanced  Networking

Enable storage account key access ©

Default to Azure Active Directory
authorization in the Azure portal ©

Minimum TLS version ©

Permitted scope for copy operations
(preview) ©

Data Lake Storage Gen2

control lists (ACLs). Learn more

Create a storage account

Data protection Encryption Tags

O

Review

rVersion 1.2

I From any storage account

[Enable hierarchical namespace

=)

Blob storage

Enable SFTP @
Enable network file system v3 @

Allow cross-tenant replication

]
d

-

< Previous | | Next : Networking >

The Data Lake Storage Gen2 hierarchical namespace accelerates big data analytics workloads and enables file-level access

Once the deployment is successful, you will see this screen.

Home >

Deployment

L Search |

% Overview

& Inputs
7= Outputs

[ Template

il Delete &

Cancel

w blogathoncoldstorage 1673255597841 | Overview =

(T} Redeploy L Download () Refresh

@ Your deployment is complete

Deployment name: blogathoncoldstorage_1673255597841

Subscription: Visual Studio Enterprise Subscription - VinothKumarA  Correlation ID: 0bf80977-de1d-4815-857a-b22d2b95¢37a E
Resource group: Azureblogathonresourcegrp

~ Deployment details

Resource

@ blogathoncoldstorage/default

@ blogathoncoldstorage/default

@ blogathoncoldstorage
A Next steps

Go to resource

Give feedback

Type

Microsoft.Storage/storageAcc...
Microsoft.Storage/storageAcc...

Microsoft.Storage/storageAcc...

& Tell us about your experience with deployment

Start time: 1/9/2023, 2:43:23 PM

Status
OK
oK

OK

Operation details
Operation details
Operation details

Operation details
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1.6 Data Bricks workspace: - Creating workspace from Azure portal, below are the configurations.

On the Azure homepage, select the + Create a resource button.

On the Basics tab, complete the fields as follows:

Subscription: Select the subscription to use for your hub (Ex: - Visual studio enterprise subscription).

Resource group: Select a resource group or create a new one (Ex: - Azureblogathonresourcegrp).

Workspace name: Enter a workspace name(Ex:- blogathon-workspace ).

Region: Select the region, closest to you (Ex: - East US).

You need to have access to an Azure Databricks workspace to perform Structured Streaming with batch jobs by

using Delta Lake.

ﬁ? Q Search

0 & ® 3 0

<« C @ O 5 https://portal.azure.com/#home
Microsoft Azure P Search resources, services, and docs (G+/)
Azure services
f® -7
PEaN o]
, < &
Create a Azure Function App App Services

- — resource Databricks

*

wid Resources

(%)

Recent  Favorite

» Name

=] & blogathon-workspace

29 “> Azureblogathon
LS @ blogathon-appservice
‘3’ (%) Azureblogathonresourcegrp

— = blogathoncoldstorage
LD
;X‘ blogathon-iothub

>

<

®

o

(0

2 o
(%) —
—_
Resource Storage
groups accounts
Type

Azure Databricks Service
Function App

App Service

Resource group
Storage account

loT Hub

— "1
= & X -5
|5
Event Hubs Time Series 10T Hub More services
Insights...

Last Viewed
a day ago
3 days ago
4 days ago
4 days ago
4 days ago

a week ago
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Home > Azure Databricks >

Create an Azure Databricks workspace

Basics Networking Advanced Tags Review + create

Project Details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © I Visué}vﬁ,tudio Enterprise Subscription - VinothKumarA b I
NS

Resource group * @ I Azureblogathonresourcegrp bl |
Create new

Instance Details

Workspace name * l blogathonl-workspace \/I
Region * I East US et |
Pricing Tier * © I Trial (Premium - 14-Days Free DBUs) W |

DR [ et : networting >

Once the deployment is successful, you will see this screen.

Home >

& Azureblogathonresourcegrp_blogathon-workspace | Overview =

Deployment

IP Search ’ « E] Delete Cance |ij Redeploy \L Download O Refresh
o4 Overview )

‘ @ Your deployment is complete
! Inputs
s Deployment name: Azureblogathonresourcegrp_blogat..  Start time: 1/9/2023, 2:54:13 PM
3= Outputs Subscription: Visual Studio Enterprise Subscription - Vi..  correlation ID: feS81a49a-c7b6-4a9d-8915-d7f18b9
\ Resource group: Azureblogathonresourcegrp
= Template

~ Deployment details

Resource Type Status Operation details

(V] blogathon-workspace  Microsoft.Databricks/workspaces OK Operation details

~ Next steps

Go to resource

Give feedback

A7 Tell us about your experience with deployment

1.7 Web App: - Creating Webapp service from Azure portal, below are the configurations.

On the Azure homepage, select the + Create a resource button.
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On the Basics tab, complete the fields as follows:

Subscription: Select the subscription to use for your hub (Ex: - Visual studio enterprise subscription).
Resource group: Select a resource group or create a new one (Ex: - Azureblogathonresourcegrp).
WebApp name: Enter a name for your WebApp name (Ex: - blogathon-Appservice)

Publish: Option to publish code files or a Docker container (Ex: - code).

Runtime stack: Choose a runtime that supports your favorite function programming language (Ex: - Java 11).
Java web server stack: Choose a java web server stack (Ex: - Java SE (Embedded web server)).
Operating system: Choose an operating system (Ex: - Linux).

Region: Select the region, closest to you (Ex: - East US).

Pricing Plan: Choose a plan type (Ex: - Free F1).

&« C O QO B https://portal.azure.com/#home bd Q Search

Microsoft Azure P Search resources, services, and docs (G+/) biEyS I’ & @ &

Azure services
f® T [, = — N\ .
> %) < J— ™ .}\

| S & () = X & >
o Create a Azure Function App App Services Resource Storage Event Hubs Time Series loT Hub More services
= resource Databricks groups accounts Insights...
*
HH
Resources

N

)

Recent Favorite
&
K24 Name Type Last Viewed
= & blogathon-workspace Azure Databricks Service a day ago
< “> Azureblogathon Function App 3 days ago
L ® blogathon-appservice App Service 4 days ago
@ (%) Azureblogathonresourcegrp Resource group 4 days ago
= = blogathoncoldstorage Storage account 4 days ago
RS =
;}. blogathon-iothub loT Hub a week ago

>
&)
o
0/
©
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Home > App Services >

Create Web App

Basics Deployment Networking Monitoring Tags Review + create

App Service \Web Apps lets you quickly build, deploy, and scale enterprise-grade web, mobile, and APl apps running
on any platférm. Meet rigorous performance, scalability, security and compliance requirements while using a fully
managed platform to perform infrastructure maintenance. Learn more &

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © [ Visual Studio Enterprise Subscription - VinothKumarA ~ l

L

Resource Group * @ | Azureblogathonresourcegrp ~ ]

Create new

Instance Details

Need a database? Try the new Web + Database experience. &

Name * I blogathon-appservice il
.azurewebsites.net

Publish * @ Code o Docker Container O Static Web App

Runtime stack * | Java 11 ~ ]
Java web server stack * [ Java SE (Embedded Web Server) ~ l
Operating System * @ Linux O Windows

Region * I East US ~ ]

I < Previous ] | Next : Deployment >

Home > App Services >

Create Web App

Java web server stack * I Java SE (Embedded Web Server) ~ ]
Operating System * @ Linux O Windows
Region * [ East US ~ I

@ Not finding your App Service Plan? Try a different region or select your
App Service Environment.

Pricing plans

App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Learn more &'

Linux Plan (East US) * O I (New) ASP-Azureblogathonresourcegrp-Sfa7 ~
Create new b
Pricing plan * Free F1
1 GB memory

Change size

Zone redundancy

An App Service plan can be deployed as a zone redundant service in the regions that support it. This is a deployment
time only decision. You can't make an App Service plan zone redundant after it has been deployed Learn more &

Zone redundancy ‘ ) Enabled: Your App Service plan and the apps in it will be zone
redundant. The minimum App Service plan instance count will be
three.

(@) Disabled: Your App Service Plan and the apps in it will not be zone
redundant. The minimum App Service plan instance count will be
one.

(| oo | [ NexDepioyments
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Once the deployment is successful, you will see this screen.

HAome

~ Microsoft.Web-WebApp-Portal-19cce6ec-a2ad | Overview =

: Deployment

/2 Search j Delete ; Redeploy ¥ Download :) Refresh

Overview

@ Your deployment is complete

= Inputs
& @ Deployment name: Start time: 1/9/2023, 5:11:09 PM
EpHis Subscription: Vis Correlation ID: 15164db3-1dfb-48a2-ae51-1e1b4gfedcoa
. Resource group:
Template

A Deployment details
Resource Type Status Operation details
@ AsP-Azureblogathonresourcegrp: Microsoft.Web/serverfarms OK Operation details

~ Next steps

Manage deployments for your app. Recommended

vith authentication. Recommended

Go to resource

Protect your ap

Step 2: Deploying the code to Azure Functions

com.function;
com.microsoft.azure.functions.annotation.*;

com.microsoft.azure.functions.*;
java.util.*;

EventHubTriggerJaval {

@FunctionName("EventHubTriggerJaval")
void run(
@EventHubTrigger(name = "message", eventHubName = "Name of your eventhub",
connection = "FUNCTIONS WORKER RUNTIME", consumerGroup = "$Default", cardinality =
Cardinality.ONE) String message,
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@CosmosDBOutput(
name = “"databaseOutput"”,
databaseName = "Cosmos DB name",
collectionName = "Cosmos DB collection name",
connectionStringSetting = "CosmosDBConnectionString")
OutputBinding<String> document,
ExecutionContext context

context.getLogger().info("Java Event Hub trigger function executed.
context.getLogger().info(message);

Note:- Please go through reference (1. Deploying Azure Functions) for more details.
Creating the function locally

Click on you workspace's "+" icon to create a ducntion with Azure Event hub trigger

) rile Edit Selection View Go Run Terminal Help Get Started - Untitled (Workspace) - Visual Studio Code

ZURE ) Getst o

Select a tem

 RESOURCES Rem BlobTrigger

[ Signin to Azure... CosmosDBTrigger
~+ Create an Azure Account.. EventGridTrigger

-oughs

Started with VS Code
REHUbIRggEY ver the best customizations to make VS Code yours.
HttpTrigger

& Create an Azure for Students Account...

KafkaTrigger
QueueTrigger n the Fundamentals
RabbitMQTrigger
»/ WORKSPACE ServiceBusQueueTrigger st your Productivity
> © Attached Storage Accounts ServiceBusTopicTrigger

Sl ool P etk ! THiERe Started with GitLens (Updated
= ol e HTTP trigger(s) from OpenAPI V2/V3 Specification (Preview)

@ Run build task to update this list... £ Change template filter

C:\Users\OHK4KOR\cube-tools-cloud-tsi-hierarchy\src\main - wwoducing Gitlens+ Features [Updated

Ci\Users\OHK4KOR\cube-tools-cloud-tsi-hierarchy

Connect your VS code to Azure by signing in.

AZURE J Get Startec EventHubTriggerJaval.java

s RESOURCES FRemot = [Ey Function-blogathon > src > main > java > com > function 3
[ signin to Azure... package com.function;

~+ Create an Azure Account... Sign in to Azure... .
- COm.M1Cros

= Create an Azure for Students Account... n
- com.micr

M WRICENCE EventHubTriggerdJaval
> @ Attached Storage Accounts

v % Local Project Function

~ = Functions Read-only

@ Run build task to update this ist...

@FunctionName( "Eve
lic id run(
@EventHubTri i "message”, eventHubMame = "samples-workitems™, (
@CosmosDBOL
name = "

databaseName
collectionName = "Tele
connectionstringSetting = ° mosDBConnectionString’
outputBinding<String> document,
nContext context
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Once Signed in , click on create function app.

EventHubTriggerJaval java - Untitled (Workspace) - Visual Studio Code

Azure App S
Azure App

Azure App Service
Azure Functions
Azure Functions:
Azure Functi
Azure Functic
Azure Functi
Azure loT Dey

Azure loT Edge:

Azure loT Edge:

Azure loT Edge:
Azure loT Hub:

Azure loT Hub:

'w Deployment Slot...
aite New Web App...
e New Web App... (Advanced)
Function App in Azure...
ite Function App in Azure... (Advanced)
Function...

New Project...

loT Edge Device

e Device

ate loT Hub

You will need to fill in the following details:

» connection = "FUNC

Subscription: Select the subscription to use for your hub(Ex:- Visual studio enterprise subscription).

Resource group: Select a resource group or create a new one( Ex:- Azureblogathonresourcegrp).

FuctionApp name: Enter a name for your FcuntionApp (Ex:- Azureblogathon)

Publish: : Option to publish code files or a Docker container(Ex:- code).

Runtime stack: Choose a runtime that supports your favorite function programming language(Ex:- Java).

Version: Choose the version of your installed runtime Ex:- 11).

Location: Select the region, closest to you(Ex:- East US).

Plan: Choose a plan type(Ex:- Serverless).

Finally, deploy the local function to azure.
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v WORKSPACE

() Run build task to update this list...

, eventHubName = “samp 3 connection =

name
databaseName =
collectionhame =
nnectionstringSetting
2> document,
context

: context.getLogger().info(msg:

Step 3: Establishing Function App connection with the Cosmos DB

To enable the function app to connect with the Azure Cosmos DB
Once the database is created, create a container for saving the telemetry data.
All we need to do is update the database connection string in the Application setting of the function.

Since our function can connect with the Azure Cosmos DB, we can query it directly.

Home > Function App > Azureblogathon
'|! Azureblogathon | Configuration # - X
855 Function App
~
Search (O Refresh [ Save X Discard < Leave Feedback
Events (preview) ~

Application settings * Function runtime settings
Functions _—

/il Functions Application settings

App keys .
Application settings are encrypted at rest and transmitted over an encrypted channel. You can choose to display them in plain text in your browser by using the controls below.
E App files Application Settings are exposed as environment variables for access by your application at runtime. Learn more
+ New application setting < Show values & Advanced edit
Deployment

Y Filter application settings
* Deployment slots

@ Deployment Center Name Value Source Deployment slot setting Delete Edit
Settings APPINSIGHTS_INSTRUMENTATIONKEY @ Hidden value. Click to show value App Service 0] Va
APPLICATIONINSIGHTS_CONNECTION_STRIl < Hidden value. Click to show value App Service W Va
& Authentication AzureWebJobsStorage < Hidden value. Click to show value App Service W VZa
@ Aapplication Insights | @ Hidden value. Click to show value App Service 0] V4
dentity FUNCTIONS_EXTENSION_VERSION < Hidden value. Click to show value App Service 0] VZ4
FUNCTIONS_WORKER_RUNTIME @ Hidden value. Click to show value App Service W VZ

< >

Custom domains

Step 4: Configuring Data Bricks cluster

Perform Batch and Stream Processing with Delta Lake

You need to have access to an Azure Databricks workspace to perform Structured Streaming with batch jobs by
using Delta Lake

Create A Cluster
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We have already deployed Databricks workspace in step1.

1) Click on the button Launch Workspace to open your Databricks workspace in a new tab.

< blogathon-workspace = *
Azure Databricks Service
[ search [i] Delete
© Overview A Essentials JSON View
E Activity log Status : Active Managed Resource Group : databricks-rg-blogathon-workspace-45qarabyeinke
Resource group : Azureblogathonresourcegrp URL : https://adb-8960426040473163.3 ks.net
Ao Access control (IAM) g 9; 9!
P Location : East US Pricing Tier : Trial (Premium - 14-Days Free DBUs)
ags
Subscription  : Visual Studio Enterprise Subscription - VinothKumarA
Settings Subscription ID : b59cae65-f695-4946-81a0-0bd5286b283e
> Virtual Network Peerings Tags (edit) : Click here to add tags
il Properties
A Locks
Automation
= ;
ita Tasks (preview) Launch Workspace
) Export template
Upgrade to Premium

2) In the left-hand menu of your Databricks workspace, select Clusters.

3) Select Create Cluster to add a new cluster.

Clusters / New Compute Ul preview Provide feedback Free trial ends in 12 days. Upgrade to Premi

Demo-Blogathon cluster »

Policy ©@
Unrestricted
Summary
O Multinode @ Single node 1 Driver 14 GB Memory, 4 Cores
Runtime M.3.x-scala2.12

Access mode © Single user access @

Single user Standard_DS3_v2 § 0.75 DBU/h

Performance
Databricks runtime version @
Runtime: 11.3 LTS (Scala 2.12, Spark 3.3.0)

[Z1 Use Photon Acceleration ©
Node type @

Standard_DS3_v2

Terminate after 120 ©  minutes of inactivity @

Tags @

> Automatically added tags

» Advanced options

Create Cluster Cancel h

4) Select Create Cluster.

Perform Batch and Stream Processing

1) After the cluster is created, in the left pane, select Workspace > Users, and select your username (the entry
with the house icon).

2) In the pane that appears, select the arrow next to your name, and select Import.
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https://github.com/MicrosoftLearning/DP-203-Data-Engineer/raw/master/Allfiles/microsoft-learning-
paths-databricks-notebooks/data-engineering/DBC/10-Structured-Streaming.dbc

https://github.com/solliancenet/microsoft-learning-paths-databricks-notebooks/blob/master/data-
engineering/DBC/11-Delta-Lake-Architecture.dbc

The above generic notebooks can help you get started with data analytics ; you can customize the notebook as per you need.

Note:- Please go through reference (2. Data Bricks configuration) for more details.

Microsoft Azure & databricks = Q Search CTRL+P

Workspace # Home
Users v v
“ [ ’ W Trash v
Create » wvMessages A
Clone -Streaming w
-Architecture v
Export * hon v
Permissions Lake v
Compute Copy Link Address
Workflows
<

Step 5: Testing the workflow by simulating the telemetry data and visualizing the data in
Power Bl

Set up Power Bl Databricks Integration

Step 1: Get Databricks Connection Information
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The first step involved in Power Bl Databricks Integration requires you to extract some details about the
Databricks connection such as Server Name and HTTP Path. Follow the steps given below to do so:

e Log in to the Microsoft Azure portal using the appropriate credentials.
e Navigate to the left menu bar and click on the Clusters option.
e Scroll down the Clusters page and click on Advanced Options.

(Demo_Blogathon_Cluster) @

Configuration  Notebooks (2)  Libraries  Eventlog  SparkUl  Driverlogs Metrics  Apps  Spark cluster Ul - Master »

> Automatically added tags

[v Advanced options]

Spark  Logging  InitScripts  JDBC/ODBC  Permissions

adb-

443

HTTPS

sql/protocolvl/o/8960426940472163/0110-095944-cdkj6vm2

2.6.22 or earlier (2]
idbc:spark: //adb- — —— e
Learn more about connecting your favorite Bl tool to Databricks.

Step 2: Configure Azure Databricks Connection in Power BI

Once you have retrieved the connection information, you need to configure the Databricks connection in Power

Bl to set up Power Bl Databricks Integration:

e Open Microsoft Power Bl Desktop.

e Once you open Power Bl Desktop, you will see a bunch of options on top of the home page. Click on the

Get Data option.

e From the Get Data dialog box, select the Azure option and then click on Azure Databricks Connector to

set up Power BI Databricks Integration.
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[File Home Insert Modeling View  Help

*' QQEEE@ DE:;G" e ) \ -~

Get Excel Data SQL Enter Dataverse Rex

datav workbook hubv Server data sour
Chpbosrd Dats
Search Azure
E]
All @ Azure SQL database ~
i) File © Azure Synapse Analytics SQL
58 Database = Azure Analysis Services database

P Platform Azure Database for PostgreSQL

Onime Services

Other

Azure Blob Storage

fina

Azure Table Storage

Azure Cosmos DB

Azure Data Explorer (Kusto)
Azure Data Lake Storage Gen2
Azure Data Lake Storage Gen1

]

Impoet data from Excel

Azure HDInsight (HOFS)

Azure HDInsight Spark

e 0 EHAE

HDinsight Interactive Query

© Azure Cost Management

@ v
Azure Synapse Analytics workspace (Beta)

Cancel ]

Certified Connectors Template Apps

Now, click on the Connect button and paste the Server Name and HTTP Path that you retrieved in the first
step.
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Home

Ll

Azure Databricks

- ]

In terms of Data Connectivity Mode, you will have the following two options:

Import: If you select the Import option, Power Bl Desktop will make use of the imported data whenever
you create, design, or interact with a visualization. To see underlying data changes that have occurred since
the initial import or the most recent refresh, you must refresh the data, which will re-import the entire
dataset.

Direct Query: Selecting the Direct Query option will allow you to view the current data at any instant.

At the Authentication Prompt, enter your Azure account credentials and click on the Connect button.

If you want to authenticate using the token, you can click here to learn how to retrieve it and build
the Power Bl Databricks Integration.

Finally, select the Databricks data that you wish to query from the Power Bl Connector.

Once you follow the above steps in the correct sequence, you will be able to establish Power Bl Databricks
Integration and create visualizations.
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Knowledge Sharing and Best Practices:

Using system-assigned managed identity prevents the usage of keys within code
which is a bad practice for production environments.

The authorization level “anonymous” for a function app is not recommended for the
production environment.

Challenges Faced:

The automation was tricky to implement due to the multiple components involved.
Integrating it with Azure Cosmos DB, creating an Event hub-triggered function
using Java.

Secondly, the data bricks notebook for Delta Lake architecture. was the most difficult
part to implement.

Business Benefits:

v We have utilized 100% of Azure PaaS components in implementing solution to
reduce the administrative (Scalability and Availability) overhead.

v"  Develop Once Deploy Multiple times on different IOT based data analytics use
cases across domains

v" Out of the box Azure Data Bricks services helped in implementing Data Analytics
solution with ease and simplified the Data Aggregation process.

v" The insights from the solution will help us in identifying real time faults in devices.

v" The visualization dashboard will help in performing predictive maintenance and
detailed service level reporting for the end customers.

References:

1. Deploying Azure Functions:
https://learn.microsoft.com/en-us/azure/azure-
functions/create-first-function-vs-code-java

2. Data Bricks configuration: -
https://microsoftlearning.github.io/DP-203-Data-
Engineer/Instructions/Labs/LAB 11 stream_ with azu
re_databricks.html

2.1 https://learn.microsoft.com/en-
us/azure/architecture/reference-
architectures/data/stream-processing-databricks

3. Connecting to Power BI: https://learn.microsoft.com/en-
us/azure/databricks/partners/bi/power-bi
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